Data Processing Terms for Dynamo Math

Updates Oct2024

Dynamo Math is an online standardised dyscalculia assessment and evidence-based
intervention program.

1. Parties
JellyJames Publishing Ltd, a company incorporated and registered in England and Wales
with company number 07136009 whose registered address is 4 Old Forge Close,

Stanmore HA7 3EB UK and is the owner of Dynamo Math program. (“‘We’ or ‘us’)

You an education provider or parent who has signed up for the Dynamo Math Online
platform. (‘You’)

Under the Terms and Conditions as defined below, We are supplying the Dynamo Math
online platform and associated services to You.

In relation to Provision of Services, we need to hold personal information about you on
our computer systems. In the processing of information (personal data), we comply with
laws and regulations relating to the processing of personal data (including the Data
Protection Agreement, DPA and General Data Protection Regulation, GDPR). Our ICO
registration no is ZA504931

2. Definition and interpretation

Controller: any person, agency or other body who falls under the definition of
“Controller” or “controller” under Data Protection Law.

Data Breach: any breach of Data Protection Law, including any Personal Data Breach.
Data Protection Law:

(a) the Data Protection Act 2018, the EU GDPR, the UK GDPR, and the Privacy and
Electronic Communications (EC Directive) Regulations 2003;

(b) any law concerning data protection, privacy or confidentiality which is applicable
and not mentioned in part (a) of this definition;

(c) any guidance, codes of practice or instruction issued by the ICO (or any other
relevant supervisory authority) from time to time; and

(d) and any other applicable laws concerning data protection, confidentiality or
privacy which may come into force from time to time in any relevant jurisdiction.
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Data Subject: an individual who falls under the definition of data subject under Data
Protection Law.

EU GDPR: Regulation (EU) 2016/679 of the European Parliament and the Council of 27
April 2016, otherwise known as the General Data Protection Regulation.

Personal Data: any information which falls under the definition of “personal data” or
“Personal Data” under any Data Protection Law.

Personal Data Breach: as described in the UK GDPR.

Privacy Notice Information: the information referred to in Articles 13 and 14 of the UK
GDPR or other similar information required to be provided by Data Protection Law.

A person includes a natural person, corporate or unincorporated body (whether or not
having separate legal personality).

Any phrase followed by the terms including, include, in particular or any similar
expression shall be construed as illustrative and shall not limit the sense of the words
preceding those terms.

Processing, Processed and Process: as described under Data Protection Law.

Processor: any person, agency or other body who falls under the definition of
“Processor” or “processor” under Data Protection Law.

Protected Data: means Personal Data received from or on behalf of You in connection
with the performance of Our obligations under this Agreement.

Relevant Occurrence: any of the following that relates to, affects or is likely to affect,
the Processing of Personal Data relating to this Agreement: (a) any communication from
the Information Commissioner’s Office (or any other data protection supervisory
authority); (b) any exercise, or purported exercise, by an individual (or someone acting
on their behalf) of their rights in their Personal Data; (c) any complaint, enquiry or other
communication from any person concerning the Processing of their Personal Data; and
(d) any actual or suspected Data Breach.

Terms and Conditions: the Terms and Conditions relating to sale of the Dynamo Math
Online product or platform.

Special Category Personal Data: as described in the Data Protection Law and/or
including any personal data relating to criminal convictions (including offences and
alleged offences and any court proceedings or sentence).

Staff: means all persons employed by a Party to perform its obligations under this

Agreement together with that Party’s officers, staff, employees and volunteers engaged
in the performance of its obligations under this Agreement.
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Subcontractor: (a) each of the subcontractors, agents, representatives and consultants
of a Party engaged in the performance of that Party’s obligations under this Agreement
or who provides or is involved in the use by that Party of the Personal Data from time to
time; and (b) each of the subcontractors, agents, representatives and consultants of a
Party’s Subcontractor engaged in the performance of that Party’s obligations under this
Agreement or who provides or is involved in the use by that Party of the Personal Data
and Protected Data from time to time (and so on).

Supervisory Authority: means any local, national or multinational agency, department,
official, parliament, public or statutory person or any government or professional body,
regulatory or supervisory authority, board or other body responsible for administering
Data Protection Laws.

Technical and Organisational Measures: means the technical and organisational
measures to protect the Personal Data and Protected Data against accidental or
unlawful destruction or accidental loss, alteration, unauthorised disclosure or access,
and which provide a level of security appropriate to the risk represented by the
processing and the nature of the data to be protected together with those set out in
Section 9 to this Agreement.

UK GDPR: the UK GDPR as defined in the Data Protection, Privacy and Electronic
Communications (Amendments etc) (EU Exit) Regulations 2019.

A person includes a natural person, corporate or unincorporated body (whether or not
having separate legal personality).

Any phase followed by the terms including, include, in particular or any similar
expression shall be construed as illustrative and shall not limit the sense of the words
preceding those terms.

3. General Obligations

3.1 Each Party shall comply with Data Protection Law at all times and shall not do anything,
or omit to do anything, to put the other Party in breach of Data Protection Law.

3.2 Each Party has such valid registrations in force and has paid such fees as are required by
its national Supervisory Authority which, by the time that the data sharing is expected to
commence, covers the intended data sharing pursuant to this Agreement, unless an
exemption applies.

3.3 In respect of the processing set out in the Terms and Conditions, the Parties

acknowledge that You are the Data Controller of any Personal Data to be shared in order to
fulfil the services agreed, and We shall be acting as Data Processor.
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4. Obligations on You

4.1 You shall be responsible for ensuring that the transfer of Protected Data to Us under this
Agreement is done so lawfully and in accordance with the Data Protection Law.

4.2. You shall be responsible for ensuring the accuracy of Protected Data provided to Us
under this Agreement, and, where required, keeping the Protected Data up to date.

4.3. You shall retain responsibility for ensuring that the relevant Privacy Notice Information
is provided to relevant Data Subjects as necessary.

5. Obligations on Us

5.1. In so far as We process Protected Data on behalf of You, We shall only Process the
Protected Data on documented instructions from You, as may be updated from time to
time, including with regard to transfers of Protected Data to a country outside of the UK,
unless required to do so by applicable law to which We are subject. In such a case, We shall
inform You of that legal requirement before Processing, unless that law prohibits the
provision of such information on important grounds of public interest.

5.2. The information in the Terms and Conditions shall serve as documented instructions to
Us to process Protected Data for that purpose although You may amend, supplement or
update these instructions from time to time.

5.3. We shall ensure that We process the minimum Protected Data necessary to provide the
services described in the Terms and Conditions and that access to the Protected Data is
strictly restricted to those Staff that are necessary to deliver those services.

5.4. When processing or managing Personal Data including the Protected Data, We shall
implement the Technical and Organisational Measures, and other terms set out at Schedule
1 to this Agreement.

5.5. Section 7 contains a list of current sub-processors engaged by Us, and acceptance of
this Agreement shall constitute prior specific consent to the use by Us of those sub-
Processors for the operations in Section 7.

5.6. Acceptance of this Agreement shall also constitute general written authorisation for the
use of sub-Processors by Us, provided that We shall not engage another Processor for
carrying out any Processing activities in respect of the Protected Data without first
informing You of any intended changes concerning the addition or replacement of other
Processors, thereby giving You the opportunity to raise any reasonable objections to such
changes.

5.7. Where We engage another Processor for carrying out specific Processing activities on
behalf of You, We shall:

Data Protection Agreement and GDPR — Dynamo Math 4



5.7.1. Prior to the relevant Processor carrying out any Processing activities in respect
of the Protected Data, enter into a written contract with the Processor that shall
impose on the Processor contractual data protection obligations consistent with
those to which We are subject under this Agreement. In particular:

5.7.1.1. Requesting and ensuring that the Processor provides sufficient
guarantees to implement appropriate Technical and Organisational Measures
in such a manner that the Processing will meet the requirements of the Data
Protection Law and paragraph 1 of Schedule 1; and

5.7.1.2. Ensuring that any relevant transfer of Protected Data to countries
outside the UK complies with clause 5.17 of this Agreement,

5.7.2. Restrict the Processor’s access to Protected Data only to what is necessary to
provide or maintain the services that are described in the Terms and Conditions.

5.8. Where We engage another Processor for carrying out specific Processing activities on
behalf of You, where that other Processor fails to fulfil its data protection obligations, We
shall remain fully liable to You for the performance of that other Processor’s obligations.

5.9. Taking into account the nature of the Processing, We shall assist You by appropriate
Technical and Organisational Measures, insofar as this is possible, for the fulfilment of Your
obligation to respond to requests for exercising the Data Subject’s rights laid down in
Articles 12 to 23 of the UK GDPR.

5.10. We shall assist You in ensuring compliance with the obligations pursuant to Articles 32
to 36 of the UK GDPR taking into account the nature of Processing and the information
available to Us.

5.11. At the end of the provision of the Services, We will delete all the Protected Data after
a period of 12 months unless applicable law requires storage of the Protected Data. On Your
request We will return to You all the Protected Data prior to deleting it.

5.12. We shall maintain, in accordance with Data Protection Law binding on Us, written
records of all Processing activities carried out on behalf of You.

5.13. We shall make available to You all information necessary to demonstrate compliance
with the obligations laid down under Data Protection Law and allow for and contribute to
audits, including inspections, conducted by You or another auditor mandated by You, at
your cost.

5.14. With regard to clause 3, We shall immediately inform You if, in Our opinion, an
instruction infringes relevant Data Protection Law.

5.15. If a Relevant Occurrence happens in respect of Protected Data for which We are acting

as Processor, We shall notify You within three calendar days of becoming aware, and
provide full co-operation in relation to any questions raised by You about the Relevant
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Occurrence, save that, if the Relevant Occurrence is any actual or suspected Personal Data
Breach, Our obligation to notify You shall be reduced to six hours.

5.16. The Parties acknowledge that, under the UK GDPR, where a Party is acting as a Data
Processor, there must be a contract in place which sets out the subject-matter and duration
of the Processing, the nature and purpose of the Processing, the type of Personal Data and
categories of Data Subjects and the obligations and rights of the Controller (these matters
are referred to in this clause as the Data Processing Particulars). The Data Processing
Particulars are set out in Schedule 3 of this Agreement, or shall be as notified by You to Us
by way of written notice. When a notification of Data Protection Particulars occurs after the
date of this Agreement, such particulars shall be appended to this Agreement within 30 days
of the date of the written notice served on Us.

5.17. You agree that We may transfer Protected Data to countries outside the United
Kingdom, provided that (to the extent required under Data Protection Law) We ensure that
in respect of all such transfers, and any onward transfer:

5.17.1. the transfer is to a country approved as providing adequate protection in
accordance with Data Protection Law, or

5.17.2. there are appropriate safeguards in place pursuant to Article 46 of the UK
GDPR; or

5.17.3. one of the derogations for specific situations in Article 49 of the UK GDPR
applies to the transfer. The provisions of this Agreement shall constitute Your
instructions with respect to transfers in accordance with clause 5.1 to this
Agreement.

6. General

6.1. No variation of this Agreement shall be effective unless made in writing.

6.2. If any provision of this Agreement is held to be illegal, void, invalid or unenforceable,
the legality, validity and enforceability of the remainder of this Agreement shall not be
affected.

6.3. No term of this Agreement shall be enforceable under the Contracts (Rights of Third
Parties) Act 1999 by a third Party.

6.4. No failure to exercise, nor any delay in the exercise of, any right or remedy under this
Agreement shall impair such right or remedy.

6.5. Nothing in this Agreement shall constitute a partnership between the Parties nor,
except as expressly provided, shall it constitute any Party as the agent of any other Party.

6.6. Neither Party shall be in breach of this Agreement, nor liable for any failure or delay in
performance of any obligations under this Agreement, arising from acts, events, omissions
or accidents beyond its reasonable control.
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6.7. This Agreement and any dispute or claim arising out of or in connection with its subject
matter or formation (including non-contractual disputes or claims) shall be governed by, and
construed in accordance with, English law and the Parties irrevocably submit to the

exclusive jurisdiction of the English courts.

This Agreement has been entered into on the date You agreed to be bound by its terms.

7. Data Processing Particulars
7.1 Website
Personal data is processed by Dynamo Math when the website (www.dynamomath.com) is

visited. For this purpose, We as controller, within the meaning of the GDPR explain what
data, We will process and for what purposes.

We process the following personal data via our website:

7.1.1 Contact (form): If you contact us via the contact form on our website, We will
process your name, email address and any other information and personal data that
you share with us, including your comments (message, request, query or complaint).
We do so to be able to take note of your comments, to contact you, and to update
you on progress in handling your comments. We process this personal data based on
our legitimate interests, namely, to contact you and to provide you with help
regarding your comments.

7.1.2 Newsletters: If you subscribe to our newsletters, We will process your name
and email address. We do so to inform you about developments within Dynamo
Math and about our services. If you no longer want this, you can unsubscribe via a
link in the relevant mailing. We process this personal data on the basis of your
consent. If you are already one of our customers, we may send you newsletters or
reminder emails — without prior consent — based on our legitimate interests, namely,
to inform you of similar services that may be of interest to you.

7.1.3 Social media: If you want to contact us via our social media channels or if you
leave a message on one of our social media pages, then We will process your name
or username and any other personal data that you share with us, including your
comments (message, request, query or complaint). We do so to be able to take note
of your comments, to contact you, and to update you on progress in handling your
comments. We process this personal data based on our legitimate interests, namely,
to contact you and to provide you with help regarding your comments.
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Please note that our social media channels are also controlled by the social media
itself. Check their own privacy policy to see how the relevant social media handle
your personal data:

° Facebook: Meta Data policy Meta Data policy

o X: Privacy policy Privacy policy

o YouTube: Google Privacy policy Google Privacy policy

° Instagram: Meta Privacy policy and information Meta Privacy policy and
information

7.1.4 Trial Request: If, as a teacher or a parent, you want to try Dynamo Math via
the 14-day trial, We will process your name, email address and password. We do so
to provide you with access or temporary access to our application(s) and to be able
to contact you with information about our complete range of services. For more
information on data that is processed in this case, please refer to Section 6.1.

Without having the data as meant above available, We cannot comply with your requests
and/or grant you access to Dynamo Math.

In the context of our legitimate interests (to improve our website and in the context of
compliance with laws and regulations), in response to complaints or reports (including
notice-and-take-down requests) We process data about (alleged) infringements of
intellectual property rights and/or other unlawful actions and, if necessary, personal data of
users involved.

7.2 Dynamo Math Program

Dynamo Math program offers several applications within, namely the application ‘Dynamo
Math Assessment’, ‘Dynamo Math Intervention’ (for teachers, parents and students) and
‘Dyscalculia SEN and Cognition Questionnaires’ (for teachers and parents).

Personal data is processed for the use of the applications. To be able to inform you of the
manner in which We processes personal data, we distinguish between the situation in which
(7.2.1) We are processor and (7.2.2) We are controller.

7.2.1 We as a processor: In most cases, the Dynamo Math applications (use of
Assessment and Intervention) are used based on an agreement between either a
parent and Dynamo Math or a school admin teacher and Dynamo Math. With regard
to the student assessment and assessment for learning data, the school/teacher or
parent is the controller and Dynamo Math acts as a processor. This means that
Dynamo Math only processes the personal data in line with the school/teacher's or
parent’s instructions.

This situation occurs when an agreement has been concluded between schools and

Dynamo Math or a parent and Dynamo Math, on the basis of which students and
teachers use the Dynamo Math Assessment and Intervention applications.
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7.2.1.1 Data Processing Agreement: Schools that make use of Dynamo Math
(applications) are controller within the meaning of the GDPR for the processing of
personal data of their students. This means that the school has and maintains
control, at all times, of the personal data of students that Dynamo Math processes.

We have concluded a data processing agreement with the schools and other
purchasers of Dynamo Math services, which defines the rights and obligations
applicable to the processing of personal data. This data processing agreement is
based on the model data processing agreement belonging to the Covenant.

7.2.2 We as controller: We process some data for our own purposes, such as
customer support, account and payment information which we process to be able to
offer our services. In this situation, We are the controller.

Below, we further explain the processing in our role as processor and controller.

7.2.2.1 Free trial: This situation occurs if Dynamo Math processes personal data for
our own purposes, e.g., if a 14-day trial is taken out or an account is created to make
use of the Dynamo Math application(s)/services.

In the context of the execution of this agreement, Dynamo Math processes the
following personal data:

7.2.2.2 Registration and login: If you register and login, we will process your name
and email address. If you login with your Google or Microsoft Office account, we will
process the data linked to that account. A student can only register after he/she has
received a link with the teacher's code.

We use this data to attend to your registration and to provide you with access to the
application(s). We process this data because it is necessary to execute our
agreement with you (i.e., to provide our services to you based on this agreement).

7.2.2.3 Use of Dynamo Math Program: If you make use of our application(s), we will
process the following data:

e Students: login details, name, school, year/grade, class and DOB. Students can
only use the application after receiving an invitation from their teacher.

e Teachers/Parents: login details, teacher/parent name, email, assessment and
intervention modules completed (if these contain personal data).

We use this data to perform our service, including making the assessment and
intervention modules available and storing the results of student’s progress. We
process this data because it is necessary to execute our agreement with you (i.e., to
provide our services to you).

In this instance teachers and students make use of Dynamo Math application via
internet browser/webapp using secure URL link.
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7.2.2.4 Information: Where necessary, we will inform you about (updates in)
Dynamo Math services and will deal with your queries, complaints or suggestions.
For this purpose, we will process teacher name and email address and the
information or personal data that you share with us in your message. We process
this information based on our legitimate interests, namely, to inform and to help you
and thus offering you the best possible service.

7.2.2.5 Subscription: If you purchase a subscription from us, We will be able to view
your name, email address, amount, payment method, payment status
(successful/failed) and the last 4 digits of your account number. The data will be
processed further by our payment providers.

We process this data because it is necessary to execute our agreement with you and
because we are legally obliged to include (part of) this data in our financial
administration for the Vat and Tax Administration.

7.2.26 Quotation request: If you request a quote for a subscription, we will ask for
your first name and surname, email address, phone number (optional), school name
and place, country, number of teachers and any other comments you may have. We
process this data because we need it to take certain measures before we enter into
an agreement (i.e., that we can draw up a quotation based on your data and can
contact you in this regard).

In the context of our legitimate interests, We also processes data regarding the use
of the applications to:

e be able to analyse them and to interpret their results into modifications and
additional features of the applications;

e improve services and to promote use and ease of use;

e ensure the security, control, prevention of misuse and improper use, and the
prevention of inconsistency and unreliability in the processed data;

e ensure the continuity and proper functioning of the applications;

e be able to implement laws and regulations.

8. List of approved sub-Processors

8.1 Receiver:

Your personal data will not be shared with other parties, except in the cases mentioned
below.

8.2 Processor:

We make use of processors. These are parties that support us in our services and who only
process personal data on our behalf and on our instruction. For example, we make use of:
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e The email marketing programme Twilio/SendGrid, based in UK and USA (privacy
policy link)

* The hosting provider OVH, with its server based in UK (privacy policy link)

* The marketing software CapsuleCRM, based in UK (privacy policy link)

e Our application accounting software Xero, based in UK (privacy policy link)

e The payment gateway software Stripe, based in UK/USA (privacy policy link)

The sub-processors engaged must comply with strict security requirements and have
committed themselves towards not to use the data for any purpose other than those
purposes mentioned above.

The personal data is stored on secure servers managed in the UK at OVH Data Centre sites.

We may proceed in providing information or personal data to external parties, such as
entitled parties, supervisory bodies, the Tax and Customs Administration, judicial
authorities, police and other investigative authorities, if it is mandatory for us to do so
pursuant to laws or regulations, or if this is justified based on this Privacy Statement.

For module components video and interactive video, We make use of YouTube and Vimeo
APl services. More information on how these parties handle your personal data is available
at:

* YouTube: Privacy policy and Terms
¢ \Vimeo: Privacy policy and Terms

8.3 Single Sign-On

The school/teacher may request us to pass on certain data about students to a student
information system (e.g., ESS SIMS). Depending on the role taken up by the student
information system, this will apply as a processor or an external controller. We only share
this data in our role as a processor.

9 Retention periods

We do not retain the personal data that it processes for longer than is necessary for the
purposes described in this Privacy Statement.

Thereafter, this personal data is deleted. In any case, we maintain the following retention
periods:

* Newsletters: If you have subscribed to the newsletter, we will retain your data
until you unsubscribe via the link included in each newsletter and in any case one
year after we no longer have a contractual relationship with you.

¢ Personal data in our administration for the VAT/Tax and Customs
Administration: We retain this personal data for seven (7) years, in accordance with
our statutory obligation.

e Miscellaneous: We only retain other personal data for as long as this is necessary
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for the purpose and in any case no longer than thirty-six (24) months unless we are
legally obliged to retain the personal data for longer.

For the processing of personal data in which We acts as a processor, the retention periods
set out in the data processing agreement will apply.

10. Security of processing and Staff training
10.1 Technology measures:

We have taken appropriate technical and organisational measures to protect personal data
from loss and any form of unauthorised access.

The website has been secured with an encrypted connection (256-bits SSL — shown by the
lock symbol in the browser) to ensure security between the visitor's computer and our
servers.

All local laptops and desktops are secured with Total McAfee Security software.
All server applications follow a daily back-up procedure and monthly archive procedure.

Without limit to the generality of the protection technology, we shall continue to implement
Technical and Organisational Measures to ensure a level of security appropriate to the risk.

10.2 Access arrangements:
We only permit access to Personal Data received form you by such Staff as:

¢ have been subject to appropriate documented checks including references and
where relevant disclosure and barring service checks; and

¢ have a need to know.

We take responsibility for the reliability of our Staff who may have access to the Protected
Data.

We will ensure that our Staff and anyone acting under our authority who has access to the
Protected Data has committed themselves to relevant duty of confidentiality or are under
an appropriate statutory duty of confidentiality.

10.3 Security Management

We will ensure that all Protected Data and other data disclosed to Us by You, regardless of
the system or device upon which it is held, is kept securely and in an encrypted form and
shall deploy all reasonable security practices and systems applicable to the use of Personal
Data so as to prevent, and take prompt and proper remedial action against, unauthorised
access, copying, modification, storage, reproduction, display or distribution of the Protected
Data and other data disclosed to Us by You.
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11. Rights

Based on the GDPR, in respect of the processing of your personal data, you have certain
rights. It concerns the following rights:

11.1 Access: You have the right to access the data that we process about you, including
information about the purposes for which we process that data, to whom the data has been
provided and what the (expected) retention period is.

11.2 Correction: If it appears that we have stored incorrect or incomplete data about you,
then you have the right to have this data corrected.

11.3 Deletion: You have the right to have your data deleted by us. Under certain
circumstances, we may refuse the request for deletion, e.g., when we have to retain the
data in connection with tax obligations.

11.4 Limitation: You have the right to limit the processing of your data, e.g., pending the
handling of an objection lodged by you.

11.5 Objection: You have the right to object to the processing of your personal data, insofar
as it relates to your particular situation.

11.6 Withdrawal of consent: You have the right to withdraw your consent for the
processing of your personal data, provided that the processing is based on your consent.
This does not affect the validity of the processing which was executed before the moment
that consent was withdrawn.

11.7 Complaint to supervisory authority: You have the right to file a complaint at the Data
Protection Authority, if you believe that we process your personal data unlawfully. Of
course, you could also file a complaint directly at Dynamo Math.

You could submit any objections or requests to Dynamo Math using the contact details
below. Dynamo Math will assess the objection and/or request in accordance with the

requirements of the GDPR.

If We processes your personal data based on an agreement with a school, then you must
submit any objections and/or requests directly to your school.
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12. Protocol for reporting a data breach

We maintain a protocol for reporting data breaches and/or incidents or security incidents.
We will always inform the school's management within 24 hours of a data breach or security

13. Queries, complaints and changes to this Privacy Statement

If you have any queries about the processing of your personal data or if you wish to invoke
any of the above-mentioned rights, please contact us our security officer K. Esmail.

Address: JellyJames Publishing Ltd 286 Preston Road, Harrow HA3 0QA UK

Alternatively, you can contact Information Commissioner’s Office at:
https://ico.org.uk/concerns.
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